baby ngnixatsu

Platform HTB

Operating System  Web-CTF

Tags ngnix
General-Information
¥ Table of Contents

e Summary

o Website

e Admin password cracked
e Information Learned

¥ Passwords

adminadmini

e Site administrator nginxatsu-adn-01@nakelarid.es :

¥ Challenge Description

e Can you find a way to login as the administrator of the website and free

ngnixatsu?

Summary

* Ngnix website left a database file easily accessible and from there the administrator
password can be cracked to login as them and view challenge’s flag.
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Website

V¥ After starting the challenge up, | went to the IP address and was presented with a
login page. | had no credentials for this site and no SQL.i strings seemed to be
popping. So, | went to create an account.

¥ Login portal

QO A& 157.245.33.77:324

naginxatsu

Generate vour own nginx config fAle

Password

¥ Registering my own user
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O & o 157.245.33.77:324

nginxatsu

Generate gyour own nginx config file

test

Email

testEgmail. com

Password

¥ Upon logging in as my user test , | see that | can create my own ngnix files.
However, this doesn’t matter in a sense. The /storage directory is open for auto-

indexing and this is made to be an apparent misconfiguration via a comment left
behind in the

¥ Creating custom ngnix config files
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O & o- 157.245.33.77:324

Generate vour own nginx config hle

Server

Server Hame Port

Root Default Index

Hginx user Worker Connections

Turn off server tokens?

r Yes Ho

Routes

Location Hginx directive

Generator

¥ Comment talking about the /storage misconfiguration
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first;

.php;
www/public;

storage
on;

uploads {

40p4

rr

Admin password cracked

¥ | navigated to /storage/ and saw at the bottom a tar file called database, which
when unzipped revealed a SQL file with the admin username and password

V¥ /storage/ directory
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Index of|/storage/

nginx 62c8dcc@6f8bl. conf
nginx 62c8dccBiB7af.conf
nginx 62c8dccBiBb2c. conf
nginx 62c8dccBiBelc. conf
nginx 62c8dccB71115.conf
nginx 62c8dccB7154a.conf
nginx 62c8dccB718bf.conf
nginx 62c8dcc@71bff.conf
nginx 62c8dcc@71f39.conf
nginx 62c8dcc@722cl.conf
nginx 62c8dcc@72626.conf
nginx 62c8dcc@72962. conf
nginx 62c8dcc@72c91.conf
nginx 62c8dcc@7300a.conf
nginx 62c8dccB73334. conf
nginx 62c8dccBi367e.conf
nginx 62c8dccB739b4. conf
nginx 62c8dccB73cfO. conf
nginx 62c8dccB74892.conf
nginx 62c8dccBi43ef.conf
nginx 62c8dccB7479d. conf
nginx_ 62c8dcc@74bd7. conf
nginx 62c8dcc@7521c.conf
nginx 62c8dcc@7559e. conf
nginx 62c8dcc@758d3. conf
nginx 62c8dcc@75bf7.conf
nginx 62c8dcc@762d8. conf
nginx_ 62c8dcc@766ee. conf
nginx 62c8dccBi6aad. conf
nginx 62c8dccBi6edd. conf
nginx 62c8dccB77283. conf
nginx 62c8dccB77662.conf
nginx 62c8dccBr7a39.conf
nginx 62c8dccBi7ede.conf
nginx 62c8dcc@7B8232. conf
nginx 62c8dcc@7B8608. conf
nginx 62c8dcc@789bb.conf
nginx 62c8dcc@78d7d. conf
nginx 62c8dcc@79159. conf
nginx 62c8dcc@79538. conf
nginx 62c8dcc@79818. conf
nginx 62c8dcc@79d02. conf
nginx 62c8dccBialss. conf
nginx 62c8dccBfa51f.conf
nginx 62c8dccB84eab.conf
nginx 62c8dccB85273.conf
nginx 62c8dccB8ss5df. conf
nginx 62c8dccB85974.conf
nginx 62c8dcc@B5cel. conf
nginx 62c8dcc@86035.conf
nginx 62c8dd672bff5.conf
nginx 62c8dd95eebal.conf
nginx 62c8e412132c7.conf
vl db_backup 1684123342.tar.gz
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¥ Messing with the database.sqlite file
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¥ Downloading the file



~[~/HTB/ctf/baby-ngnixatsu]
http://46.101.78.118:31030/storage/v1_db_backup_1604123342.tar.gz output backup.tar.gz
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 42496 100 42496 0 0 91808  =i=0= =J==0= ==[=0= Qi

-[~/HTB/ctf/baby-ngnixatsu]

ferox-http_157_245_33_77:32499-1657330021.state nikto.txt web-enum.txt
~[~/HTB/ctf/baby-ngnixatsu]
= -xvf backup.tar.gz
database/database.sqlite

~[~/HTB/ctf/baby-ngnixatsu]

ferox-http_157_245_33_77:32499-1657330021.state nikto.txt web-enum.txt

¥ Starting sqlite

)-[~/HTB/ctf/baby-ngnixatsu/database

sglite3 database.sqlite
SQLite version 3.38.2 2022-03-26 13:51:10
Enter ".help" for usage hints.
sqlite> .tables
failed_jobs nginx_configs users
migrations password_resets
sqlite> select * from users

e >
1|jrlnginxatsu-adm-0lgmakelarid.es|e7816e9a10590ble33b87ec2
|2022-07-09 01:41:20
2|Giovannl|nginxatsu-givgmakelarid.es|b24ad2bbe3f09a3eeec9c
:2012022-07-09 01:41:20
3Ime@wth|nginxatsu-me@wthamakelarid.es|9272e22bfc263d8e7f6e
1:20(2022-07-09 01:41:20
sqlite> select

v Looking at the users file

sqlite> select * from users;

1ljringinxatsu-adm-0lamakelarid.es|e7816e9a10590b1e33b87ec2fa65e6cd| roeinlUPAWYGFr3R5y1Vp17SMmG1L4QE0gb8h3vt83fGuM2ulSjPKkG8bZhPqqVijoGP || 2022-07-09 01:41]
12022-07-09 01:41:20
2|Giovannl|nginxatsu-givamakelarid.es|b24ad2bbe3f09a3eeec9c001f30a06e6|i4tegsiyrsCSm4CWP8Vzt5mzul280YVuul9AOWXA71054F7651bq96StgoXiNrugFiVfb || 2022-07-09 01
:20/2022-07-09 01:41:20

3|me@wth|nginxatsu-me@wthamakelarid.es|9272e22bfc263d8e7f6e2c69c60848bd | TCGV1f13RvUeSQCEBymb6a4dLcyxNazA7rGYzClvfQaWvkcDEOtOF1]jprHk7e1hUqL4M || 2022-07-09 0
1:2012022-07-09 01:41:20

¥ Sublime cleaned up output
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Ir
nginxatsu-adm-0l@makelarid.es

e7816e9al10590ble33b87ec2fab5e6cd

r0einlUPdWYGT r3R5y1Vpl7SMmG1L4QEogh8h3vt83fGuM2uIlSjPKkGEbZhPqqVijOGP

Giovannl

nginxatsu-giv@makelarid.es

b24ad2bbe3f09a3eeec9cO01f30a06eb
i4egd4iyr4CSm4CWP8Vzt5mzul280YVuul9A0wxA71054F76s1bq96StgoXiNrugFiVfb

meOwth

nginxatsu-me@wth@makelarid.es

9272e22bfc263d8e7f6e2c69c60848bd
TCGVlf13RvUeSQEEBym6a4chnyazA7rGYzElvf04WVKcDEGtOF1Jjerk7e1thL4ﬂ

¥ Using crackstation to crack the password

Free Password Hash Cracker

Enter up to 20 non-salted hashes, one per line

27816e9a10590b1e33b87ec2fab5ebed

Crack Hashes

Supports: LM, NTLM, md2, md4, mds, md5(md5_hex), mds-hatf, shal, sha224, sha256, sha384, shas12, ripeMD16D, whirlpool, MySQL 4.1+ (shal(shal_bin)), QubesV3 1BackupDefaults

Hash Type Result

¥ After successful administrator login, the flag is presented
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O & 46101.78.18:3102

nginxatsu

Generate your own nginx config file

HTB{n

Server

Server Mame

Root Default Index

Hginx user Worker Connections

1024

Turn off server tokens?

k Yes Ho

Information Learned

o Don't forget to try a request with a / and without one, sometimes that’s all that’s
need

ex. sip/storage goes nowhere, but sir/storages goes where you need it to
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