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Passwords 

Site administrator nginxatsu-adm-01@makelarid.es  : adminadmin1

Challenge Description 

Can you find a way to login as the administrator of the website and free 
ngnixatsu? 

Summary 
Ngnix website left a database file easily accessible and from there the administrator 
password can be cracked to login as them and view challenge’s flag. 
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Website
After starting the challenge up, I went to the IP address and was presented with a 

login page. I had no credentials for this site and no SQLi strings seemed to be 
popping. So, I went to create an account. 

Login portal 

Registering my own user
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Upon logging in as my user test , I see that I can create my own ngnix files. 
However, this doesn’t matter in a sense. The /storage  directory is open for auto-
indexing and this is made to be an apparent misconfiguration via a comment left 
behind in the 

Creating custom ngnix config files 
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Comment talking about the /storage  misconfiguration 
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Admin password cracked 
I navigated to /storage/  and saw at the bottom a tar file called database, which 

when unzipped revealed a SQL file with the admin username and password 

/storage/  directory 
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Messing with the database.sqlite  file 

Downloading the file 
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Starting sqlite

Looking at the users  file

Sublime cleaned up output 
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Using crackstation to crack the password 

After successful administrator  login, the flag is presented
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Information Learned
Don’t forget to try a request with a /  and without one, sometimes that’s all that’s 
need 

ex. $IP/storage  goes nowhere, but $IP/storage/  goes where you need it to


