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Summary 
Website allows for users to send their own XML content, without sanitizing how the 
server responds to the requests, therefore leading to an LFI for the flag. 

Website
As usual with challenges from this creator, the website looks very nice visually and 

appealing. After taking in the nice cosmetic care put into this challenge, I’m looking at 
the downloadable files and notice the name is web xxe . That means the exploit is 
probably going to be an XML injection lol. 
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Website 

web xxe  files

Unzipping the files
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After playing with the website for a bit and reading over the files to understand how 
it dealt with requests, I noticed that the OrderController.php  file was weird in how it 
handled XML content

OrderController.php  file
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XML Injection 
The OrderController.php  file shows that it not only allows JSON data, but XML as 

well. The interesting part is that the site will return the unsanitizied XML (same for 
JSON) data that it receives, which leaves it open to a potential XXE. 

JSON request 

Using this JSON to XML convertor to get an XML string 

XML 

<?xml version="1.0" encoding="UTF-8" ?> 
<root> 
  <table_num>ls</table_num> 
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  <food>Ice Scream</food> 
</root>

Screenshot 

Validating the XML string working 

Now with a working XML string, I needed to figure out a way to actually exploit the 
potential injection. So to do this of course I went to hacktricks and tried a couple of 
different ways to declare my DOCTYPE, with the screenshot below as working. 

XML → LFI 

https://book.hacktricks.xyz/pentesting-web/xxe-xee-xml-external-entity#new-entity-test
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To get the flag, I just simply changed what file I was requesting because based off 
the downloaded files. The flag would be just sitting in the /  directory, which worked!

Getting the flag

Information Learned
It helps to break down every file when going through a challenge, with the goal of 
understanding 
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1. What that file is used for 

2. How it ties into the application at large 

3. Is there anything weird within the code’s functionality

ce Scream


