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* Due to heavy workload for the upcoming baby BoneChewerCon event, the
website is under maintenance and it errors out, but the debugger is still enabled
in production!! | think the devil is enticing us to go and check out the secret key.

Summary

+ Poorly configured site allows for user to easily view error file which contains the flag
for this “challenge”.

Website

¥ Navigating to the site | see a spot for user input and type 1s then hit register nme! .
Which immediately took me to a laravel error page, that if scrolled to the bottom
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reveals a arr_key or flag.

¥ Website

¥ Error message

y it \ Hittp
The POST method is not supported for this route.
Supported methods: GET, HEAD.

o ® e

i function methodNotAllowed(array $oth
ttpE (
on\MethodNotAllowedHttpExc

d n
. $others)

llluminate\Routing'AbstractRouteCollection methodNotAllowed

llluminate\Routing'AbstractRouteCollection getRouteForMethods

llluminate!Routing'AbstractRouteCollection handleMatchedRoute

lluminate\RoutingtRouteCollection match
Environment & det:

llluminate'Routing'Router findRoute CEND=ts
POST Data
name "ls"
llluminate\Routing'Router dispatchToRoute Files
Cookies
lluminate\Routing\Router dispatch laravel_session " CMcKIcCYWhpTrrgel PCxDrRurEulxj riGphfa”

¥ Flag
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HTTP_REFERER "http://178.128.162

Sy Component \ Ht nel\ B ion HTTP_CONNECTION "keep-alive"
The POST method is not supported for this route. HTTP_ORIGIN "http://178.128.162.91:32550"
Supported methods: GET, HEAD. CUUR (EE T QLTS i
HTTP_CONTENT_TYPE "application/x-www-form-urlencoded”
G HTTP_ACCEPT_ENCODING *gzip, deflate”
HTTP_ACCEPT_LANGUAGE "en-US,en;q=0.5"
HTTP_ACCEPT "text/html,application/xhtml+xml,application/xml;q=0.9, inage/webp,* /*;q=0.8"
HTTP_USER_AGENT "Mozilla/5.8 (X11; Linux x86 64; rv:91.8) Gecko/20100101 Firefox/91.8"
HTTP_HOST "178.128.162.91:32550"
ComponentHtipKemeNException MethodNotAllowed HipException REDIRECT_STATUS raoer
SERVER_NAME v
SERVER_PORT 80"
SERVER_ADDR "10.244.5.135"
Roulin llection methodNotAllowed Lo Loy Rl
REMOTE_ADDR "178.128.162.91"
SERVER_SOFTWARE "nginx/1.18.8"
GATEWAY_INTERFACE "C6L/1.1"
N REQUEST_SCHEME "http"
Routing ollection getRouteF SERVER_PROTOCOL HTTP/1.1"
DOCUMENT_ROOT " fwwni /public”
DOCUMENT_URT */index. php"
REQUEST_URI v
Routing! ollection Route SCRIPT_NAME */index. php-
CONTENT_LENGTH A
CONTENT_TYPE “application/x-www-form-urlencoded"
llluminate\Routing\RouteCollection match REQUEST_METHOD "POST"
QUERY_STRING
SCRIPT_FILENAME " fw/public/ index. php"
llluminate\Routing\Router findRoute Feer_RoLE TRESPONDER"
PHP_SELF " /index. php"
REQUEST_TIME_FLOAT 1657931405.0512
REQUEST_TIME 1657931405
llluminate\Routing\Router dispaichToRoute APP_NAME "Laravel"
APP_ENV "local”
APP_KEY »wreqwh3- N
lluminate\Routing\Router dispatch (ETPIEE TP
APP_URL "http://localhost"
LOG_CHANNEL "stack"
LOG_LEVEL "debug"
fttp\Kemel Httpiclosure} DB_CONNECTION "mysql”

e Sidenote: You don’'t need to enter any information to view this flag, simply clicking
on register me! Will still render the same error message page.

Information Learned

e This was a weird “challenge” because | thought there’d be more to it, but the flag is
too easy to find.
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