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Scanning/Enumeration 
Looking at the feedback from the basic nmap  I see that there are three ports open 

with the regular Linux box set up, having port 80 and port 22 open, but nothing sticks 
out on them just yet. Port 443 is also open as well, which is weird considering that port 
80 is already being used, so might be something interesting there.

Basic nmap  scan results: nmap -A $IP -oN nmap.txt

Checking the feedback from the nmap  scan with vulnerable scripts enabled I see a 
lot information about the small HTTP-enumeration on the target machine and some 
look into a potential heartbleed  vulnerability on the machine. There's also results back 
that the system may be vulnerable to a POODLE information leak, but I have no idea 
what that means, so I’ll have to do some research on that before I can go down that 
path of execution if need be.

nmap  vuln scan results: nmap --script vuln $IP -oN Nmap_vuln-initial.txt
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Heartbleed
I decided to it would be best to start with trying to exploit the heartbleed vulnerability 

since this box was named valentine and the vulnerability is possible on this machine. 
To carry this out I used metasploit  and at first I didn’t set any ACTIONS  which resulted in 
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nothing interesting coming back except what appeared to be some base64 text, that 
when decoded said “ heartbleedbelivethehype ”

Checking to make sure the target is vulnerable to the exploit

Setting an ACTION  in metasploit  as DUMP. I did this only because it was the first 
option I saw.

Setting an ACTION

Running the scan after the action DUMP was set

Putting the encoded text into a decoder I just get back a message about 
believing in the hype, nothing too special
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Website
Gobuster  showed me some directories that existed on the site, but nothing stuck out 

or caught my interest off first glance except for the /dev  directory, which upon further 
inspection revealed hype.key  and notes.txt

Directories 
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hype.key  

notes.txt

At first, I didn’t know what could be possibly done with any of these two files, so I 
turned to looking at the other two pages that were present on the site, /encode.php  and 
/decode.php . Which I found out were just as they stated, a site for decryption and 
encryption, but of base64 text, go figure lol. 

/decode.php

Site picture 
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Decodes bas64 

/encode.php

Site picture 

Encodes in base64 

RSA Keys
The website wasn’t turning up any possible means for moving me onto getting the 

user flag, so I turned my efforts back towards the hype.key  and used a hexadecimal to 

http://www.unit-conversion.info/texttools/hexadecimal/
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text convertor, which revealed that it was an SSH key. This would be for the user 
hype , since its “hype.key”.

hype.key  being displayed as a private RSA Key 

Another way to display the hexadecimal numbers in text through the terminal 
via the xxd  tool

cat hype_key | xxd -r -ps  | Decode the hexadecimal
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Now with the RSA key for the user hype  I needed to use the tool openssl  to decrypt 
the private key and I used heartbleedbelivethehype  when it asked for a password, 
because that’s the only thing that I’d come across which could’ve proved beneficial

Sometimes you might need this, if it doesn’t work natively 

ssh -i hype_key_decrypted -o PubkeyAcceptedkeyTypes=+ssh-rsa hype@10.10.10.79
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openssl rsa -in hype-rsa-key -out -hype-rsa-decrypted

🚩User.txt Flag🚩
Now that I’m able to log into the system, getting the user flag is simple like it usually 

is, being in the home directory.

cat user.txt
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🚩Root.txt Flag🚩
The root flag was found thanks to the enumeration done with LinPEAS because 

while I was reading over the output a couple of things stuck out to me, but the biggest 
thing was the weird tmux  file mention. LinPEAS informed me that there still might be a 
tmux  session open by the root user, so I followed the steps on this article and was 
able to get into the session to cat out the root flag. 

Possible root session open in tmux

Chain of steps to flag

ps -u root  | Checking process running as root and seeing that tmux  is 
running 

https://github.com/carlospolop/PEASS-ng/tree/master/linPEAS
https://int0x33.medium.com/day-69-hijacking-tmux-sessions-2-priv-esc-f05893c4ded0
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Verifying that there are read and write abilities to the /.devs/dev_sess  folder

Going into the root  user’s tmux  session 

cat root.txt
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What I learned
Sometimes when using metasploit  and nothing is coming back, check to see if 
there are “ACTIONS” to be set or research to see if there is anything else you’re 
missing before full exploitation is possible 

Learned about the tool openssl , didn’t know about it before doing this machine
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