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IP: 10.10.10.4

Scanning/Enumeration 
Looking at the feedback from the basic nmap  scan I see that two ports for SMB are 

open (139;445) and that RDP is open on port 3389. Looking at the information given 
back about the SMB service I see information about the computer name being legacy , 
which is expected given the name of the box. 

https://app.hackthebox.com/machines/2
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Basic nmap  scan results: nmap -A -Pn $IP -oN nmap.txt

Checking the feedback from the nmap  scan with vulnerable scripts enabled and 
I see that there are two possible big vulnerabilities that might be within the SMB 
service, being smb-vuln-ms08-067  and smb-vuln-ms17-010 . I’m going to search for 
these modules on metasploit  to try and exploit one of the vulns.

nmap  vuln scan results: nmap --script vuln $IP -oN Nmap_vuln-initial.txt
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Metasploit
I first tried smb-vuln-ms17-010  because that’s the Eternal Blue exploit and I was 

curious if it would also work for this machine, which it didn’t. When I used exploit smb-
vuln-ms08-067  it did work and I was reworded with a meterpreter  shell as NT 
AUTHORITY\SYSTEM  or the highest user on the machine, so it’ll be easy to get the flags and 
finish up.

Searching for smb-vuln-ms17-010

Setting options

meterpreter  shell as NT AUTHORITY\SYSTEM

🚩User.txt Flag🚩
The user flag was located in john 's Desktop directory.

user.txt  being displayed
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🚩Root.txt Flag🚩
The root flag was located in the Administrator 's Desktop directory.

root.txt  being displayed

What I learned
This is a similar flow to the Blue machine, where you exploit an SMB 
misconfiguration via Metasploit, but it was fun to do!


