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I ran an nmap  scan and was able to answer the questions for the recon module as 
follows.

nmap  scan 

One of the more interesting ports that is open is Microsoft Remote Desktop 
(MSRDP). What port is this open on?

Answer: 3389

What service did nmap identify as running on port 8000? (First word of this 
service)

Answer: Icecast

What does Nmap identify as the hostname of the machine? (All caps for the 
answer)

Answer: DARK-PC

Gain Access 
For the first two questions I was able to answer them, by first looking up “Icecast 

exploits”, then went to CVEDetails and found the corresponding exploit to answer the 
questions.
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What type of vulnerability is it? Use https://www.cvedetails.com 
 for this question and the next.

Answer - Execute Code Overflow

What is the CVE number for this vulnerability? This will be in the format: CVE-
0000-0000

Answer - CVE-2004-1561

After starting metasploit  I followed the instructions to answer the questions that 
required answers. 

Metasploit  screenshot 

What is the full path (starting with exploit) for the exploitation module?

Answer - exploit/windows/http/icecast_header

What is the only required setting which currently is blank?

Answer - rhosts 

Escalate
After launching the attack you’re greeting with a meterpreter shell, which is also the 

answer to the question.

https://www.cvedetails.com/
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Entering the command getuid  reveals who was last on the machine, the user Dark .

The following two questions can be answered with the sysinfo  command as 
follows. 

Metasploit  screenshot 

As instructed I ran the run post/multi/recon/local_exploit_suggester  command and 
then input the first exploit as the answer. 

Metasploit  screenshot 

Checking the options again with the options  command, I was able to see that the 
LHOST needed to be reset to my TryHackMe IP address.

Metasploit  screenshot 
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After running the command and verifying that I was in the correct session I looked 
over the new permissions to find the answer near the bottom, 
SeTakeOwnershpPrivilege.

Metasploit  screenshot 

Looting
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Looking over the current running services the answer to the question can be found, 
spoolsv.exe. 

Metasploit  screenshot 

Entering the getuid  command as instructed shows that I’m the highest level user, 
NT AUTHORITY\SYSTEM.

Metasploit  screenshot

Running the command creds_all  reveals the user Dark ’s password!

Post-Exploitation
The answers to the questions are in the screenshot below. There wasn’t much 

thinking required here, since it was just reading the help menu
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