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Looking at the feedback from the basic nmap  I see that there is only one port open, 
80, and it has a website that’s running on Microsoft IIS with an unfinished website 
being hosted there.

Basic nmap  scan results: nmap -A $IP -oN nmap.txt

Checking the feedback from the nmap  scan with vulnerable scripts enabled and I 
see that under the http-enum  portion there has been lots of enumeration done and 
Frontpage information has been found along with the possibility that anonymous login 
is possible for FrontPage

nmap  vuln scan results: nmap --script vuln $IP -oN Nmap_vuln-initial.txt

WebDAV
I wasn’t aware of the importance that was linked between the enumeration on 

FrontPage and using tools like davtest  and cadaver , but after some short research I 
came across this article which was good for getting acquainted with the tool. I had to 
rely on this writeup to help point me in the right direction because I had fallen down a 
small rabbit hole. 

https://book.hacktricks.xyz/pentesting/pentesting-web/put-method-webdav
https://www.freecodecamp.org/news/keep-calm-and-hack-the-box-granny/
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davtest

davtest -url http://$IP

Files that davtest  was able to actually execute (meaning I could go visit 
them). However, it isn’t of importance because I can’t upload a shell nor 
upload a file and rename it to the shell file to catch it.

cadaver

I used cadaver  to try and see what if I could upload a shell on the system by 
remaining a the .php  file because this upload wasn’t allowed at first. This 
didn’t work, but figured I should note it.

cadaver granny.htb  | Connecting through cadaver  
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Searchsploit → Metasploit
Going back over the nmap  scan results IIS 6.0  is mentioned as web hosting 

platform, since its a Windows based machine. Passing this string to searchsploit  
brings back a host of different possible exploits, however I tried 41738.py  first on 
account of the writeup above and also it make logical reasoning as I don’t want a 
denial of service and the ones before the ASP  attack aren’t what I need

searchsploit iis 6.0
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I tried to get work with the exploit, but didn’t understand what was going on well 
enough to get the correct results, so naturally I turned to metasploit  to finish the box 
off. I looked up iis_webdav  and chose the first exploit, then used the check  command 
to make sure the target was vulnerable to the exploit, which it is! 

search iis_webdav  

Once I got the correct module set up with the right RHOST  , I changed my LHOST  to 
the HTB one, so that meterpreter  session would come through

set LHOST $IP

When I get on the system, normal commands like getuid  or getsystem  don’t work, 
which means that the process I’m running on isn’t elevated and I need to migrate  to 
one that is in order to finish out this machine.

Commands not working 
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I migrate  to process 2232 because its running as NT AUTHORITY\NETWORK SERVICE  and 
confirm that the commands getuid  and getsystem  work, which reveal my new elevated 
privileges. 

ps  

migrate 2232
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However, even though I’m now NT AUTHORITY\NETWORK SERVICE  I still can’t display the 
files for the other users such as Administrator  or Lakis , which means I need to raise 
my privileges even more. I’ll do this by using metasploit 's exploit suggester 

Failing to get into two directories
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I followed the steps in this toggle’d option below to first look for possible exploits on 
this machine, then check out the info for one of the exploits and finally background my 
initial session to load this exploit for execution. 

run post/multi/recon/local_exploit_suggester  | Check for local exploits

info exploit/windows/local/ms14_070_tcpip_ioctl  | Get info on an exploit 

background 'ing the session then exploiting the target again
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Now I’m NT AUTHORITY\NETWORK SERVICE

🚩User.txt Flag🚩
To get the user flag it was just located in the user Lakis  Desktop  directory.
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The root flag of course was inside the Administrator ’s Desktop  directory.

What I learned
Before this machine I didn’t know about the tools davtest  and cadaver , nor that 
much about Microsoft IIS, however now I have a little bit of a better understanding 
for when I run across this software in later challenges.

When struggling to find an entry point, look back over previous scans you’ve ran 
and make sure you know what every service or software is, sometimes they have 
applications built for them (In this case, WebDAV  which was picked up in the nmap  
http-webdav-scan  [ -A  found it] scan you can use tools like davtest  and cadaver  for 
uploading if its allowed 

Running tools against web apps, then always specify the the HTTP method, 
http://$ip

Sometimes I get stuck down one potential vulnerability and forget to look at the 
bigger picture. (Was trying to pull something off with cadaver  by changing the file 
name so that an RCE would work, but it was clearly not possible because the file 
changes did nothing to actually trigging the shell. I learned that I was going down 
the wrong path after looking over a writeup and understanding my mistake). 

When commands like getuid  and getsystem  don’t work, migrate your process to a 
more elevated one. 


