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Machine Information 

Link: https://app.hackthebox.com/machines/13

IP: 10.10.10.14 

Scanning/Enumeration 
Looking at the feedback from the basic nmap  I see that this machine is as I would’ve 

guessed, set up similarly to how the grandma machine was made with it running on 
Windows and using Microsoft IIS httpd 6.0 . Along with that it has the same HTTP 
methods in usage as well, so this might be solvable the same way.

Basic nmap  scan results: nmap -A $IP -oN nmap.txt

https://app.hackthebox.com/machines/13


Grandpa 2

Checking the feedback from the nmap  scan with vulnerable scripts enabled and I 
see that as with the grandma box, I’m getting the same information about how the 
Frontpage service is vulnerable to anonymous login, along with some enumeration 
that’s been carried out on port 80.

nmap  vuln scan results: nmap --script vuln $IP -oN Nmap_vuln-initial.txt

Metasploit
I decided to try and see if the same metasploit  module would work for grandpa as 

did with grandma, so I search it up and tried to run through the process of being NT 
AUTHORITY SYSTEM  on the machine. However, it didn’t work because even though I’m able 
to migrate my process to a different privilege, I’m still at the NT AUTHORITY\NETWORK 
SERVICE  level and not NT AUTHORITY SYSTEM .

Using the iis_webdav_scstoragepathfromurl  module  
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Checking to make sure the box is vulnerable and getting a meterpreter  shell on 
it

Migrating to a different process, but still being unable to view any files, yet
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So, I turn to the metasploit 's local_exploit_suggester  to look for a possible entry 
point into the system. I figured it would be worth a shot to use the exploit that worked 
on the grandma machine, which it did! I followed the steps outlined in the toggle option 
list below.

Using the local_exploit_suggester  
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Running the exploit and becoming NT AUTHORITY SYSTEM

🚩User.txt Flag🚩
The user Harry  held the user flag.

cat user.txt  
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🚩Root.txt Flag🚩
Per usual, the Administrator  profile held the root flag.

cat root.txt

What I learned
In hindsight I shouldn’t have used metasploit  again to exploit a machine. However, I 
might go back and try this machine or grandma without metasploit . 


