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https://app.hackthebox.com/machines/51

Scanning/Enumeration 
Running a -A  switch enabled with nmap  I get back a heap of ports being open with 

the most interesting ones being 135, 139, and 445,for SMB. Looking at port 445, I see 
information about the service version for that port. Looking more at the nmap  scan I 
see information about the workogroups’ computer name being HARIS-PC

https://app.hackthebox.com/machines/51
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Basic nmap  scan results: nmap -A $IP -oN nmap.txt

Checking the feedback from the nmap  scan with vulnerable scripts enabled I see 
that there is one possible vulnerability that’s been located within SMB, smb-vuln-ms17-
010 . Which when passed to metasploit  reveals that this is the Eternal Blue exploit, 
which seems fit for this box given the name of it.

nmap  vuln scan results: nmap --script vuln $IP -oN Nmap_vuln-initial.txt
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search ms17-010

Metasploit 
Being greeted with the meterpreter  shell I know that the exploit worked and am 

logged onto the Windows machine now! 

options 

meterpreter  session 
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Using the getuid  command I see that I’m already the user NT AUTHORITY\SYSTEM  which 
means I have the highest privileges on this machine and can go through and grab 
both flags quickly to finish this machine off. 

getuid  displaying that I’m NT AUTHORITY\SYSTEM

🚩User.txt Flag🚩
To find the user flag I navigated to haris ' desktop folder and cat 'd out the flag

user.txt flag
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🚩Root.txt Flag🚩
The root flag as usual was located in C:\Users\Administrator\Desktop  folder, which just 

needed a cat  command to be viewed

Viewing root.txt  flag 

What I learned
I’ve done a challenge similar to this on TryHackMe, but it was nice to see it in a 
more hands on perspective.


